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XenConverter Plus — 3To o6HOBIeHHas Bepcusi XenConverter. XenConverter ObI7T CO30aH IOCe
npuobpetenus Xensoftware Inc., KoTopasi SBIS€TCS TUIEH3UOHHLIM IIPOAYKTOM II0L TOPTOBOM
Mapkou Xen. FortiSMARTS — 3T0 pacimuperHas u IpocTas B UCII0Ib30BaHUM yCTaHOBKa Cacti,
KOTOPYI0 MOXKHO HCIIOJIb30BaTh [JIS MOHUTOPHUHTA Psifla CIyK0 Ha HEOTPaHUYEHHOM KOJTUYECTBE
Y3JI0B II0 OGHOMY WJIM HECKOJIbKUM U3 CllefyIomux UHTepHeT-IpoToK010B (TCP, UDP u ICMP). Bu
MOXKeTe UCII0/Ih30BaTh IIPUIaraeMble Ma0I0HbBI UK JIETKO ONPefe/IuTh CBOU COOCTBEHHBIE CETH U
CyKOBbI [7IT MOHUTOPUHTA, @ TaKXKe BHIIIOIHATh TaKKMe 3a/lady¥, KaK CO3aHue OTUETOB, MOHUTOPUHT
U IeNCTBUS Ha OCHOBe COOpaHHBIX JTaHHBEIX. ITO aBTOHOMHEIN ITaKeT, KOTOPHIHM He TpeOyeT 3amyckKa
KaKoro-nmubo Apyroro mporpaMmHuoro obecrneuenus. FortiSMARTS — 3To pacmupeHHas U IpocTas B
MCIT0/Ih30BaHUH ycTaHOBKA Cacti, KOTOPYI0 MOXKHO MCIIOTb30BATh I MOHUTOPHUHTA Psifa CIyxk0 Ha
HEeOTpaHWYEeHHOM KOJIMYeCTBE Y3JI0B I10 OQHOMY UJIM HECKOJIBKUAM U3 CIEAVIOLIUX UHTEPHET-
mpoTok0y10B (TCP, UDP u ICMP). Bel MOKeTe HCII0Ib30BaTh IIpHUJIaraeMble IabaI0Hbl UITH JIETKO
OTIpefieIuTL CBOM COOCTBEHHBIE CETH U CITyKOBI 71T MOHUTOPUHTA, @ TaK¥Ke BHIIOIHATH TaKue
3a[layH, KaK Co37laHNe OTYETOB, MOHUTOPUHT U IEUCTBUS Ha OCHOBE COOPAHHBIX JaHHABIX. ITO
aBTOHOMHLIN ITAaKeT, KOTOPHIM He TpeOyeT 3amycka KaKoro-Tu0o0 Apyroro IporpaMMHOTO
obecneuenusi. Exa-VirusScan — 3To aHTUBUPYCHBIN cKaHep ays Linux u FreeBSD,
npegHa3HaYeHHBIN M1 00paboTKY MHOTHUX aHTUBHPYCHBIX Sep, HO IIPH 3TOM AOCTATOYHO OBICTPHIN
nJist paboTh B GOHOBOM PeXMME HACTOJILHOTO IMIPUJIOKEHUS. ITO TaKKe OOUH U3 CaMBIX ITPOCTHIX B
MCII0/Ih30BaHUY aHTUBUPYCHBIX CKaHepoB. Exa-VirusScan 6b11 pa3paboTan, 4To0 00€CIIeYUTh TaKOH
JKe BBICOKMM YPOBEHD 3alllMTH, KaK U KOMMepUYeCKoe aHTUBUPYCHOE ITPorpaMMHOe o0ecIiedeHue,
takoe Kak Norton unmu McAfee, 6e3 ux 3aTpaT ¥ Ype3MePHOr0 UCIIONIb30BaHUs MaMsATu. C Apyro
CTOPOHEI, OH GoJiee TeTKUM U TpebyeT MeHbIlle PeCypCcoB, YeM ero KOMMepYecKre aHaloru. I[IpoekT
Beiny1eH nop nuiensuedt GNU GPL v3 u GecriaTeH [y HEKOMMEPYECKOT0 UCII0Ib30BaHus. Apple
FTP — 3To mpuoxeHue, 03BOJISIONIEe UCII0Ib30BaTh IPOTOKOJ FTP [7id mogkmoueHus K 1000My
cepBepy B HTepHeTe.BEl TaKXKe MOXKeTe 0TCIeXXuBaTh FIP-cepBephl JI0KaJIbHO WU ITOOKIII0YaThCS K
mobomy FTP-cepBepy € MMOMOIIBI0 BCTPOEHHOM CITyKO0BI BEO-TTPpOKCH. VICIIONb3yst BCTPOEHHYIO CIIYXKOY
BeO-ITPOKCH, BHl TaK¥Ke MOXKeTe HalpSIMYI0 IMOOKITI0YaThCs K Beb-cepBepy. Mcmomnbays Apple FTP co
BCTPOEHHOM Cyxk00# BeO-ITPOKCH, BaM He HYKHO 3arpyzKaTh Ha CEPBep HOMOIHUTENbHEIE (aliiabl. Br
TaKkKe MoXkeTe 00MeHMBAThCS Be6-CChIIKaMU Ha CIIyK0y Be6-IPOKCH, KOTOpas TaKxkKe IOOIepK1UBaeT
npoTtokonasl HTTP u HTTPS. Brl TakkKe MoXkeTe ynpaBisaiTh HH(POpPMaIuel 0 ceaHce 1 OTCIeXKUBaTh
(damel, KOTOPHIE BB
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- BanupaTop KOHUrypaiuu: nporpaMMa II03BOJISIET TepeHeCcTH (aiibl KOHGUTYPalUd U CKPUIITH B
HOBYIO CHCTeMY. - Cpe[ICTBO ITPOBEPKY MUTPAIMU: TpOrpaMMa MOKeT padoTaTh Ha TepMHUHAJe UK
Ha cepBepe U YIpaBsaTh MUTpaluel ¢ Ballel Tekymen FortiOS Ha HOBHIM cepBep IPsec, IPSec unu
SSL VPN. - MeHemKep MUTPalLUK: IPUIIOKEHNE TT03BOIsIeT 00pabaThBaTh BCI0 MHGOPMAIIHIO,
HeoOXoouMYyo I1s mepeHoca GaiaIoB KOHGUTYPAIMU U CKPUIITOB B HOBYIO CUCTEMY, a TaKXke caM
IIPOIIECC MUTPALUU. - Pe3epBHOE KOMMPOBAHUE: MIO3BOJIIET XPAHUTD TEKYyIue (aiibl KOHQUTYpalluu
U CIleHapuu B 6e30I1aCHOM MeCTe Ha XKeCTKOM [IUCKe I0JTb30BaTesIs. - YTUIUTA: IIPUIoKeHue



BKJ/II04aeT B ce0sl MpPOrpaMMHYI0 YTUJIUTY, UCIOIb3yeMYyIo Il MPOBepKU KoHurypauuu cereir Cisco
1 Juniper: «MHBeHTapU3allKs/I0Ka3aTh UHBeHTapu3aluio». KimouyeBas 0COOEHHOCTh: -
CoBMecTuMOCTE: [IpunoxeHnue MoxkeT paboTaTh Ha TEPMUHAIBFHOM CEPBEPE U Ha cepBepe C Beb-
uHTepdercoM. - [TogknodeHne K cepBepy JIULeH3UM: TporpaMMa MOXKeT ITOAKIII04YaThCS K CEPBEPY
JIUIEH3UM [I7I9 TPOBEPKU/M3MEHEeHUs NUIIEH3UHU IJ15 HOBOM CUCTeMHI. - [logkmoueHre K 0a3e JaHHBIX:
IporpamMma MOXKeT IMOOK/TI04aThCd K 0a3e JaHHBIX A7 IPOBEPKU/U3MeHEeHNs TUIeH3UH Ha HOBYIO
cucteMy. - Pe3epBHOE KONMPOBaHME: TO3BOJISIET XPAHUTh TeKyIue ¢Gaiyibl KOHQUTypauu u
cueHapuy B 6e30macHOM MeCTe Ha KeCTKOM [MCKe M0/Ib30BaTeNsd. - CpefCcTBO IPOBEPKU MUTPALIUH:
mporpaMma MoxeT paboTaTh Ha TepMHUHAJIe UM Ha CEPBepPe U YIPaBIsATh MUTPAINe C Ballen
tekymeln FortiOS Ha HOBHIM cepBep IPsec, IPSec unu SSL VPN. - MeHexkep MUTpaLliu: IPUIOKEHUE
103BOJIgeT 06pabaTrBaTh BCIO HHGOPMAIKI0, He0OX0OuMYyIo [J1s mepeHoca PpanioB KOHGUTYpaluu U
CKPUIITOB B HOBYIO CHCTEMY, a TakKXkKe caM IIpollecc Murpauuu. - UHTepderc noab308aTeIbCKOTO
pexuMa: IpPUIoKeHue UMeeT OUYeHb yIOoOHbIN nHTepdelic 1 BKIIOUYaeT B ce0s MONHbIH (alin cripaBKy.
- ®aisibl IUIEH3UU: IpOrpaMMa I103BOJIEeT IPOCMaTPUBATh HOMED JIUI[eH3UU IPOrPaMMHOI0
obecneuenus FortiGate u FortiOS, a TakXke U3MEHSATh TUIIEH3UIO IJI HOBOM CUCTEMEL. -
[TogkmioueHre K Oa3e JaHHBIX: IPUIOKEHNE MOXKET IMOOKIII0OUaThCA K 0a3e aHHBIX, YTOOH
IIPOBEPUTH/U3MEHUTD TUIIEH3UIO JJI HOBOM CHUCTeMEHL. - HBeHTapu3alus: IporpaMMHas YTUIIUTA,
WCIIONIb3yeMas OJIs1 MPOBePKHU KoHurypauuu cetert Cisco u Juniper: «MHBeHTapu3allus/IoKa3aTh
VHBEHTApU3aluo». - ATMUHUCTPUPOBaHUeE: Bbl MOXKeETe OIpele/IuTh lTapaMeTphl BajlugaTopa
KoH(Urypaiuu 1 MeHeqKepa MUTPALIAY, a TaKxkKe T100anbHble HACTPOUKY OIS IPUIIOKEHUS. -
ABTOpHU3alKs: IporpaMMa IpefoCcTaBiIsieT BaM pa3jInuHble YPOBHY aBTOPU3alUH I AOCTyIIa KO
BCeM (DyHKIUSIM NPUIOXKEeHU . - [ToggepkKKa: IporpaMMa AOCTYIIHA Ha Pa3HBIX S3BIKAX:
UTaNIbSTHCKUY, UCTIAHCKUY, aHTTIMACKUY, (PpaHIy3CKul, mopTyranbckui, i 1leaed4ebcl
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* HoBoe: nonmepkka HacTporku FortiGate, FortiOS, FortiMail, FortiWeb, FortiASA, FortiActiveScan,
FortiICE, FortiPIX, FortiRadius, FortiControl u FortiDefense. * HoBoe: nmogmep>xkkKa 4TeHus
napaMeTpoB KoHpurypaimu u3 XML, ¢popmaTa KoHpurypanuu Cisco/Juniper (cisco juniper), datinos
CBOMCTB U OBOUYHEIX (aiinoB. * HoBoe: momgep:KKa YTeHUS MapaMeTpoB KoHpurypauuu u3 XML,
dbopmarta KoHQuUTrypanuu Cisco/Juniper (cisco juniper), ¢aiinoB CBOXCTB, IBOMYHLIX (PaliioB U (ainyioB
ImapaMeTpoB (eCNu OHU JOCTYIHE). * HoBoe: moapepKKa IPOBEPKHU MPaBUIBHOCTH 3HAYEHUN BCEX
IofiepKUBaeMbIX ITapaMeTpPOB KoHurypauuu. * HoBoe: Bo3M0XKHOCTh COXpaHeHUsI KOHDUTYpalui
B (aiin. * McnpaBieHo: ycTpaHeHa omrOKa, KOTopas Melllajia IPaBUIbHOM YCTaHOBKE IIPUI0KEHUS.
* McnpaBneHo: BoccTaHoBnenre mapameTpoB (Nolp, [P-agpec untepdeiica, MTU untepdelica,
6e30macHOCTh, OpaHAMAaY3p), €CIIM OHU SIBJITIOTCS YaCThIO ¢aijia, KOTOPHIHA yXKe CyLIIEeCTBYeT B
kaTtanore FortiConfig. « Mcnpasneno: Ilocne ycTaHOBKY IPUIOXKEHUS B
C:\ProgramData\FortiConverter co3gaercs HoBas nanka. ZIP-¢aiinsl m03BONSAIOT 1ETKO IIepefaBaTh
Oompiue ¢aitnel yepe3 MHTepHeT. OMHAKO UCIIOIb30BaHue cxkaTus ZIP o3HavyaeT, 4To Ball ¢aiin He
Tak 6e3o0maceH, KakK JOJIKeH OBITh. ITO CBA3aHO C TEM, UTO OH yHaisieT HEKOTOPhIe UM BCE
VCXOMHbIE NaHHBIE (HAallpUMep, Ball afpec 3JIEKTPOHHOMU MoYTh) 6e3 mudpoBanus. ZIP-paissl
mrPY0TCS C UCTOIb30BaHueM 256-6utHOTo (AES-1mmmdpoBanue) u ¢aitioBoro mudpoBaHus
(AES-256). OCHOBHOE ITPeMMYIIEeCTBO 3TUX ZIP-hainoB 3aKI04YaeTCcsa B TOM, YTO UX MOXKHO
6e3omacHO nepegaBaTh yepe3 MHTEPHET, IOCKONIbKY OHU HCIIOIL3YIOT CIIeluaabHy0 GopMy
mu@poBaHus JaHHBEIX, Ha3kIBAEMYIO «alrOpUTM IudpoBanus». Kak pabotaeT ZicZip ZicZip
paboTaeTt, pacimudpoBbIBasi 3ammbppoBaHHbM ZIP-haii ¢ MoMOIIbIo Taposis UK KIlloda. 3aTeM OH
TI03BOJISIET BaM OTKPHITH ZIP-(aiin B MeHemkepe apxuBoB, TakoM Kak WinRAR, 6e3 He06X0IUMOCTH
IJIaTUTh HEMPUSATHEIE COOPHI, TpeOyeMble IPYTrUMU IOCTaBIIMKaMu npunoxenuit ZIP. HeTt ucropuu u
HeT O7I0KUPOBKU! B 0TNIMYMe OT Opyrux NpuioxkeHud, ZicZip He coOupaeT HUKAKOW UCTOPUHU BallIUX
IeNCTBUM 1 He OJIOKMPYET BaM AOCTYI K OTKPHITEIM BaMu (aiinaM. ZicZip TakxkKe I103BOJISET
co3maBaTh 3amrdpoBanHbie ZIP-(paiinkl ¢ maposeM u 6e3 npobjieM OTKPLIBaeT 3ami(ppoBaHHbIE
apxuBHL. BBl MOXKeTe yaanuTh 3aln(poBaHHBIN apXUB IIOCTIe OTKPHITUA. [lodyeMy g monXKeH
UCIOJIb30BaTh ZicZip? C ZicZip BBl MOXKeTe CIKOHOMUTH BpeMsl U 00MeHUBaThCS (daitamu ¢
IPY3bsIMHU U ceMbell 6e3 HUuX.
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Aonix Network Designer — 5T0 HHCTPYMEHT A7 IPOEKTUPOBAHUS CETU AJIs I1100arbHOU CeTH
(MOXKeT CyIecTBOBATH JIOKalIbHas ceTh). OH mpefocTaBngeT rpadpudecKkie HHCTPYMEHTHI, KOTOPHIE
YIPOLIAIOT 3aJayy CO30aHusl CeTH C TEXHOJIOTUSIMU YPOBHA 2 U YpoBHA 3, a Takke VLAN u
agpecaMy, TabnuiiaMyu MapUIPyTU3alluy, a TakKe MHOTMMU KOHLETIIUSIMY JIOKaIbHBIX U TT100aTbHEIX
ceTeu. Aonix — 3TO IPOrpaMMHOE NIPUNIOKEHNE, CO3NaHHOE CEeThI0 TPO(MECCUOHATIOB; UX L€
COCTOS7Ia B TOM, 4TOOB!I OBITH IPOCTEIMU B MCIIOJIb30BaHUHU [JI1 KOHEUYHOI'O II0JIb30BaTeNs U OBITH
IIPOCTHIMYU B CIIOJIb30BaHUY [Jaxe AJI9 KOMIIbIOTEPHBIX 9KcnepToB. Virtual Traceroute — 3to
IIPOCTOI, HO MOIIHbIM UHCTPYMEHT, CIIOCOOHBIN 3aNUCHIBaTh JaHHbIe 0 MapiipyTe Ha BeO6-URL. Be6-
IIPOKCH, TaKOX Kak Burp Suite, He MOXKeT 3amuCEBaTh HHGOPMALUIO O MapIIPYTe, a CI0XKHOE,
HecTaOUIbHOE U NOPOTroe IporpaMMHOe o0eclieueHne, Takoe Kak «traceroute», He MOXeT



MCII0/Ih30BaThCA AJA 3anucu nHpopmarmu o MapipyTe HTTP, mockonsKy oHO ucnons3yeT ICMP gnsa
oOHapyXKeHHUs MapIIpyTa, a coobiienus: ICMP He mognepxkuBaioTcs B He- RFC-coBMecTUMEIE
ornepanroHHbIe cucTeMnl. Virtual Traceroute paboTaeT B oneparMoHHBIX CUCTEMAaX, He
cootBeTcTBYIOIMX RFC, Takux Kak Linux, FreeBSD u AIX, 1 MOXeT UCII0JIb30BaThCS C
MapUIpyTA3aTOpaMy, OCHOBaHHBIMU Ha ONEPALMOHHBIX CUCTEMaX, He COOTBeTCTByOImUX RFC
(manpumep, PRIOS), u ¢ mapuipytusaropamu ISDN, KoTOphle He OAOEePKUBAIOT TOT CTaHAAPT.
EndPoint — ceTeBoi aHanu3aTop A1 00HapPyXKeHUs YSI3BUMOCTEH B ITapaMeTpax IOPTOB ¥ CEPBUCOB.
OTo ceTeBOM aHANM3aToOP, NpegHa3HaueHHLI g ckaHupoBaHus TCP/IP-afpecoB, mOpToB U CIykK0 C
11eJIbI0 OTIPefieNieHNs YPOBHS 0€3011acHOCTY B KOMIIBIOTEPHEIX ceTsX. Aston Software — 3T0 naker
[1J1T MOHUTOPYHTA U YIIPaBJIeHUS CeThI0 (MOHUTOPUHT U aHAIN3 IOAKII0YeHNUs, BeO- U CEeTeBBIX
ySI3BUMOCTEM, COTIOCTaBIeHe YePHBIX/0eIbIX/CePhIX [bIP), IaKeT yIIpaBlieHus YHU(PUIMPOBaHHEIMU
yrpo3amu (UTM), ycTpoiictBamMu u aHTUBUPYCcOoM (AV). [TporpaMmHOe obecriedeHne Aston
IpegHa3HaYeHo IJIS TOMOIIH B 0OHaPyKeHUU HapyIleHu ceTeBol 6e3omacHocT. OH MOXKeT
OTCJIEXKMBATh CETh U 00HAPYKMUBaTh aHOMAJIUY, TaKue KaK BO3MOXKHEIE HEUCIIPABHBIE XOCTHI,
OTKPEHITHIE IIOPTH], JUHAMUYECKOe BrfeNieHre [P-afipecoBs, He3alluIllleHHEle UIU He3allUll[eHHEIe
CIIyKOBI, CKPEITEIE CITy2KOBI, YSI3BUMOCTHU B ccTeMe 06e30IIaCHOCTH, a TaKXkKe HelpUTOOHEIEe [JIs
MCII0/Th30BaHMs YCTPOMCTBA UM YCTPOUCTBA C BHICOKOM CTENeHbI0 pucKa. Punycode — 3To mpocras,
HafexkHas ¥ OpicTpas 6ubnroTeka npeoOpa3oBaHus TeKCTa, HanucaHHad Ha C. ITOMY JIETKO
Hay4uThCs, HO ObICTPO. OH ONTHMHU3UPOBaAH 15 mopnepkku Unicode, HO OYEHB JIETKO
B3aUMMOMIEUCTBYET C IPYTUM KOJIOM [JIsl IIOANEePXKKYU OPYTUX KOOUPOBOK, a TakK¥XkKe [JId [IOANEePKKY
ASCII u cneunansabsix cuMBoJIoB. IPSP3000 — 510 MomnOoe [PSP-pelienue s ynpasieHus
OonbIIMME CO00IIeCTBaMY OOKIIIOYEHHHIX K HTEpPHETY YCTPOICTB B ONHOM CETHU U3



System Requirements For FortiConverter:

- Windows 7 (64-pa3psgHas Bepcusi) - HacToaTenbHO peKOMEHIYeTCS MOOK/II0YeHne K UHTepHETY
(pexomMeHayeMasi MPOIyCcKHas cnocobHOCTh: 1,5 Mout/c) - 1 I'b onepaTuBHOM MaMATH HOCTAaTOYHO -
O0BeM cucTeMbl fomkeH ObITh He MeHee 10 I'0 - Pekomenayetcsa 3 I'b cBo6ogHOTO MecTa Ha OUCKe
(ecmu BB XOTUTE COXPAHUTD CBOM ITPOTpecc). - PEKOMEHOYeTCsS YUCTasl YCTaHOBKA UTPHI. -
Pacmpoctpansiembrit KomnoHeHT DirectX He TpeOyeTcs, HO peKoMeHAyeTcs (yCTaHaABIMBAETCS II0
yMon4aHuio). Ecriu B Balllel CHCTEME €T0 HeT, UT'pa MOXKET 3allyCTUTLCSI HEKOPPEKTHO.



